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Kupu Whakataki | Introduction 
 
This document codifies an enabling framework to manage the way the University accesses 
and uses Cloud services, while avoiding a ‘shadow IT’ environment.  
 
 

Kaupapa Here | Policy Statements 
 
‘The Cloud’ is shorthand for the provision of computing services that are accessed via the 
internet. For this reason, they are readily accessible and can be scaled up or down as 
required. Their use though, is not without risk. Adopting a service from “the Cloud”, 
particularly a business system, may not be any less challenging to implement than an in-
house service, and indeed may expose users to unanticipated risks, costs and/or service 
outages.  
 
 To address these risks and accommodate the requirements of different user communities 
across campus, this document establishes the University’s position on selection, use and 
business rules surrounding the use of Cloud services.  
 
1. Establishment of a Cloud Management Framework  
 
The Cloud management framework applies to the University as a whole, but recognises that 
different University functions have different requirements. The Cloud management 
framework  is aligned with the national Cloud Computing Risk and Assurance Framework, 
agreed by Cabinet in 2013 (ICT.Govt.NZ website) and overseen by the Government Chief 
Information Office. 
 
 This policy codifies a Cloud selection and management framework that:  
 

 Te Pātaka Kaupapa Here | UC Policy Library  

http://www.canterbury.ac.nz/ucpolicy/GetPolicy.aspx?file=Metapolicy.pdf
https://www.ict.govt.nz/guidance-and-resources/using-cloud-services/assess-the-risks-of-cloud-services/cloud-computing-mitigating-risk/
https://snapshot.ict.govt.nz/resources/digital-ict-archive/static/localhost_8000/guidance-and-resources/using-cloud-services/assess-the-risks-of-cloud-services/cloud-computing-mitigating-risk/index.html
https://snapshot.ict.govt.nz/resources/digital-ict-archive/static/localhost_8000/guidance-and-resources/using-cloud-services/assess-the-risks-of-cloud-services/cloud-computing-mitigating-risk/index.html
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¶ Sets out the University’s approach to Cloud use and adoption, and integrates this with 
existing University information management policies; 

¶ Aligns this with the wider New Zealand Government approach to Cloud Services; 

¶ Lists a series of underlying adoption principles and selection criteria; 

¶ Where appropriate, provides a technical implementation schedule 

 
The University’s Cloud Management Framework includes 

¶ A Cloud Policy (this document); 

¶ A Cloud Management Framework document; 

¶ A Cloud Request and Registration Process; and  

¶ Advice, guidance documentation and support materials/services.  
 
 
2. Risk Management 
 
Cloud services must be chosen, implemented and used with reference to the University’s 
risk management models and framework

http://www.canterbury.ac.nz/ucpolicy/GetPolicy.aspx?file=Metapolicy.pdf
http://www.legislation.govt.nz/act/public/2005/0040/latest/DLM345529.html?src=qs
http://www.legislation.govt.nz/act/public/2005/0040/latest/DLM345529.html?src=qs
https://www.legislation.govt.nz/act/public/2020/0031/latest/LMS23223.html?src=qs
http://www.legislation.govt.nz/act/public/1982/0156/latest/DLM64785.html
http://www.legislation.govt.nz/act/public/1982/0156/latest/DLM64785.html
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security and access. 

http://www.canterbury.ac.nz/ucpolicy/GetPolicy.aspx?file=Metapolicy.pdf
http://www.legislation.govt.nz/act/public/2005/0040/latest/DLM345529.html?src=qs
http://www.legislation.govt.nz/act/public/2005/0040/latest/DLM345529.html?src=qs
https://www.legislation.govt.nz/act/public/2020/0031/latest/LMS23223.html?src=qs
https://www.legislation.govt.nz/act/public/2020/0031/latest/LMS23223.html?src=qs
https://www.legislation.govt.nz/act/public/2020/0031/latest/LMS23223.html?src=qs
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http://www.legislation.govt.nz/act/public/1982/0156/latest/DLM64785.html
https://www.legislation.govt.nz/act/public/2020/0031/latest/LMS23223.html?src=qs
http://www.legislation.govt.nz/act/public/2005/0040/latest/DLM345529.html?src=qs
/about/governance/ucpolicy/staff/password-policy/
/about/governance/ucpolicy/general/privacy-policy/
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/about/governance/ucpolicy/general/records-management-policy/
/about/governance/ucpolicy/general/records-management-policy/
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http://www.canterbury.ac.nz/ucpolicy/GetPolicy.aspx?file=Metapolicy.pdf
https://snapshot.ict.govt.nz/resources/digital-ict-archive/static/localhost_8000/guidance-and-resources/using-cloud-services/assess-the-risks-of-cloud-services/cloud-computing-mitigating-risk/index.html
https://snapshot.ict.govt.nz/resources/digital-ict-archive/static/localhost_8000/guidance-and-resources/using-cloud-services/assess-the-risks-of-cloud-services/cloud-computing-mitigating-risk/index.html
https://snapshot.ict.govt.nz/resources/digital-ict-archive/static/localhost_8000/guidance-and-resources/using-cloud-services/assess-the-risks-of-cloud-services/cloud-computing-mitigating-risk/index.html
https://snapshot.ict.govt.nz/resources/digital-ict-archive/static/localhost_8000/guidance-and-resources/using-cloud-services/assess-the-risks-of-cloud-services/cloud-computing-mitigating-risk/index.html
https://www.gcsb.govt.nz/publications/the-nz-information-security-manual/
https://www.archway.archives.govt.nz/ViewEntity.do?code=DA337
https://www.privacy.org.nz/news-and-publications/guidance-resources/privacy-impact-assessment-handbook/

